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1. ABOUT THIS GUIDE

Objectives and target audience
This guide describes how to install and configure the Skrill Shopify module. It assumes that you have an
existing Shopify installation.

Conventions used in this guide
The table below lists some of the conventions used in this guide.

Table 1-1: List of conventions

Convention Description

Code example Used to illustrate example code, functions, and commands.
File path Used to indicate a file path or folder structure.

Glossary Glossary term

Menul > Menu option2 > Indicates a menu path.
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2. INTRODUCTION

What is the Shopify module?

Shopify is an eCommerce platform, which provides online merchants with a shopping cart system.

Shopify has been integrated with Skrill’s online payment solution called Quick Checkout. Installing and
configuring the Skrill Payment Solution module provides a simple, secure, and convenient option for
connecting to Skrill’'s online payment processing platform via Shopify.

Skrill customers using Shopify have access to a wide range of cards and alternative payment methods.

Signing up for a Skrill account

Before you can start accepting payments through Skrill, you need to open a free merchant account by
completing the online application form here.

Once your application has been approved you can configure your Skrill credentials in your Skrill
merchant account and then copy them in your Shopify backend and start taking payments.


https://signup.skrill.com/onboarding/%23/?rdu=onboarding&rid=21477260
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3. INSTALLING AND CONFIGURING SHOPIFY

Secret

Word and API Password

It is mandatory to setup a secret word and API/MQI password for your Skrill merchant account before
configuring the Skrill Shopify module. The secret word is used to authenticate the data sent back to
your Shopify server after payment. You must obtain the IP address of your Shopify server to configure
the API/MQI password. You can find this IP address by executing the following command from a
command prompt:

ping <server domain name>

For example:

ping example.shopifyserver.com

Pinging example.shopifyserver.com [145.76.160.206] with 32 bytes of data:

Make a note of the set of numbers in the square brackets. This is the IP address. Now you have the IP
address, you can setup the secret word and API/MQJ password as follows:

PwnNPE

Skrill

Log in to your Skrill merchant account at www.skrill.com.
Go to Settings >> Developer settings >> APl / MQl / CVT Management (Figure 3-1).
Set APl / MQI Password using the toggle, type and confirm by clicking Save.
For each section, specify the IP address(es) or IP address range of your Shopify server. This
prevents payment or money transfer requests from other IP addresses if your secret word or
API password is compromised. All requests from other IP addresses are denied. Access can
be granted to:

e Asingle IP address (e.g., 145.76.160.206 using the example above).

e Multiple IP addresses, separated by space (e.g., 192.168.0.2 10.0.0.2).

e Asubnetin CIDR notation (e.g., 192.168.0.0/24).

Locate the Change API/MQI password section. Enter and confirm your API/MQI password.
Set Secret Word using the toggle and click Save to confirm.

Note: Your Secret Word must contain at least: 8 characters, 1 uppercase letter, 1 lowercase
letter, and 1 number.

HELP B QA @ TestMerchant

Deme Shop 1 Demo Shop LTD
1D: 58010731 1D: 214816819

Developer Settings : Payreto Demo Shop Il

Wallet IP Whitelisting API/MQI/GSR / CVT Management API Documen tation

7] SetAPI/MQIPassword Enabled

+] Automated Payment Interface (API) Enabled - 8 IP's Whitelisted

@

+] Merchant Query Interface (MQI) Enabled - 8 IP's Whitelisted

+] Gateway Secure Restriction (GSR)  Disabled @ J

+] SetSecretWord Enabled


http://www.skrill.com/
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Skrill HELP & A @ TestMerchant

Home > Settings
{ Home

Developer Settings

4 Transfers > Configure APl and security settings for your wallet account
£ eanking > Dema shop 1 Demo Shop LTD
1D: 58010731 1D: 214816819
(B Balances >
Developer Settings : Payreto Demo Shop

($) All Transactions

Wallet IP Whitelisting API | MQI / GSR | CVT Management API Documentation
Payment Methods
& users

[-] SetAPI/MQI Password Enabled [
3} settings ~

Please provide API/MQI Password in order to enable the service and click on Save.

Account Settings

@o

Current Password
5} Developer Settings

3 Wallet Label Settings New Password

B support
Confirm Password

[\ notifications

(@ Merchant information

[-] Automated Payment Interface (API) Enabled - 8 IP's Whitelisted [ {

Specify the IP address(es) or IP address range of your server. Allow requests to the AP only from the following IP addreses.

Your AP| secure IP addresses:

99.80.183.117 99.81.135.32 77.76.35.166 182.253.163.41 81.169.251.23 91208287 182.253.163.60 206.189.147.65

[] Merchant Query Interface (MQI) Enabled - 8 IP's Whitelisted [ {

Specify the IP address(es) or IP address range of your server. Allow requests to the MQI only from the following IP addreses.

Your MQI secure IP addresses:

99.80.183.117 99.81.135.32 77.76.35.166 182.253.163.41 81.169.251.23 91208287 182.253.163.60 206.189.147.65

[-] Gateway Secure Restriction (GSR)  Disabled @ )

Allow gateway sessions to be generated only from the following IP addresses.

Your GSR secure IP addresses:

0.000

[-] SetSecretWord Enabled «
Please provide Secret Word in order to enable the service. Set Secret Word and confirm by clicking the Save button.
New Password

Confirm Password

Figure 3-1: Configuring a Secret Word and API/MQI Password

Activate Skrill in Shopify

Login to your Shopify admin account.

Choose Settings from bottom left.

Go to Payments.

Scroll down to Add payment methods.
. Click on Search by provider.

. Type Skrill in the search field.
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7. Click on Skrill , then click on Activate button.

Search by payment methods Search by provider

Q. Skrill

Transaction Fee 0%

visa @ m @ and 18 more

8. Click on Connect button

About Skrill ~

The Skrill payment gateway allows you to accept payments via credit and debit cards, over
20 local payment methods, and more than 80 banks globally. Take advantage of a modern,
flexible. and optimized payment solution - all with one contract, one integration, and easy
setup.

Account status

You are not currently connected to Skrill. Click connect to install the app and set up your
account.

Skrill captures payment for orders automatically. This cannot be changed in your

payment capture settings.

Contact Skrill Connect

9. Then press on Install app

Install Cancel Install app

Skerill

by Skrill

B s«

demo shop Siril

This app needs to

v Access store information ﬂ Edit store information

You're agreeing to share personal information with this app.

Contact Skrill for support

10. Fill in the Merchant ID, Merchant Email (Email field), Secret word, APl Password, Logo URL
(this is optional) registered in your Skrill account (Figure 3-1).



skrill Settings

Merchant ID

123456789

Your Skrill customer ID. It is displayed in the upper-right corner of your Skrill account.

Email

merchant@skrill.com

Your Skrill account email address.

Secret Word

This feature is mandal
To set it up, you need
Settings.

API Password

When enabled, this fe
it up, you need to log

Logo URL

The URL of the logo ti
via HTTPS, otherwise |
wide and 50px high.

-
—
Skiill
romen
o

(<]
v

L
wach
]
Test mode

Test your Skrill setup by simulating successful and failed transactions.

PaySafeCard

Paysafecash

Skrill Digital Wallet

MNETELLER

Pix

PagokEfectivo

E-wallet Indonesia

Boleto

Mach

MB WAY

Multibanco

Enable test mode
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11. Click Submit
12. Enable/Disable the payment methods you
would like to use e.g. VISA, Mastercard, Sofort, etc.

13. Click on Activate Skrill button.

Activate Skrill
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4. CUSTOMER EXPERIENCE

This section describes the customer’s checkout experience when using the Skrill Shopify module.

Note: We only describe the Checkout process from the payment selection step onwards as the previous
steps are unchanged.

The steps are as follows:
Click Skrill.

Credit card vsa @ O [BE=3

o Skri“ visa @ and more..

After clicking "Complete order”, you will be redirected to Skrill to
complete your purchase securely.

Figure 4-1: Shopify Checkout Payment selection showing different payment method

10
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2. Enter Payment details in the Skrill Payment Form.

Germany ~

You pay

10.00 EUR ®

Pay with credit or debit card

Card number

4555 7817 6655 0806 @
Card must be in your name °
Expiry date Cvv
12/26 123 (D
— Payment successful

WYY How to find your CWV
number

You paid 10.00 EUR with your VISA *0B0DE

Cardholder name

John Doe

Tvp name exactly as it appears on the card

Ema
jogn.doe@gmail.com

=nd a payment confirmation to this email address

I:’ I confirm | wish to stare these card details for

subsequent payments.

& Pay

5. TESTING

We provide two test cards shown in the table below for use with test merchant accounts.

When using these card numbers enter an expiry date in the future and a random CVV
number.

Table 5-1: Test Cards

Brand Card Number

Visa 4555781766550806

Should you wish to test Skrill in DEMO shops please get in touch with Skrill support at
integrationsupport@paysafe.com, so we can provide you with access.

11
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